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SUPERIOR COURT OF WASHINGTON FOR KING COUNTY 


FANDIS+GYR TECHNOFOGY, INC., a 
Delaware corporation, SENSUS USA INC., a 
Delaware corporation, and TRIFFIANT 
NETWORKS, INC., a Delaware corporation, 

Plaintiffs, 

v. 

CITY OF SEATTLE, a Washington municipal 
corporation, SEATTLE CITY LIGHT, a 
department of the City of Seattle, PHIL 
MOCEK, an individual, and 
MUCKROCK.COM, a website registered to 
MICHAEL MORISY, an individual, 

Defendants. 


NO. 

MOTION FOR TEMPORARY 
RESTRAINING ORDER AND ORDER TO 
SHOW CAUSE WHY PRELIMINARY 
INJUNCTION SHOULD NOT ISSUE 


I. INTRODUCTION AND RELIEF REQUESTED 

Plaintiffs Landis+Gyr Technology, Inc. (“Landis+Gyr ”) Sensus USA Inc. (“Sensus”), 
and Trilliant Networks, Inc. (“Trilliant”) (collectively, “Plaintiffs”) respectfully request that this 
Court issue a Temporary Restraining Order (“TRO”) barring the City of Seattle and Seattle City 
Light (collectively, “Seattle”) from the public release of Plaintiffs’: (1) network security 
information; (2) trade secrets; (3) proprietary and confidential information protected under RCW 
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42.56.270(1); and, (4) private information of Plaintiffs’ individual employees and trade allies. In 
addition, the TRO will require Defendants Mocek and MuckRock.com to remove two documents, 
apparently released by Seattle before Landis+Gyr had an opportunity to redact trade secret and 
network security information. 

The protected information is contained in responses to a Request for Proposal (“RFP”) 
submitted by Plaintiffs to Seattle (the “Responses”), as well as in documents related to the 
contract awarded to Plaintiff Landis+Gyr as a result of Seattle’s RFP process (the Responses and 
other documents are referred to collectively as the “Documents”). The Documents have been 
sought in unredacted form in a request submitted under the Washington Public Records Act 
(“PRA”), RCW Ch. 42.56, by Defendant Phil Mocek (“Mocek”) through the MuckRock.com 
website, even though the City has offered to provide Mr. Mocek with redacted versions of the 
requested documents, from which Plaintiff’s protected information has been removed. 

Seattle advised Plaintiffs it intends to release the Response in unredacted form by May 
26, 2016, unless Plaintiffs obtain a Temporary Restraining Order (“TRO”) to prevent their 
release. Release of the unredacted documents to Mr. Mocek, which will result in the documents 
been posted automatically to the public on the MuckRock.com website, threatens the Plaintiffs 
with immediate and irremediable harm by publicly revealing Plaintiffs’ trade secret and 
proprietary and trade secret information. Release also threatens the public with immediate harm 
by revealing specific information about Plaintiffs’ proprietary network security models, which 
will allow hackers, cyber-criminals, and nation-states engaged in cyber warfare to overcome these 
network security features, with potentially devastating consequences for Seattle and for the 
citizens of other cities and countries around the world where Plaintiffs’ AMI systems are 
deployed. Accordingly, Plaintiffs respectfully request the Court issue a TRO preventing the 
disclosure of the unredacted Responses and to require the repatriation of information that was 
improperly released until such time as Defendants Seattle, Mocek and/or MuckRock.com appear 
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and show cause why a preliminary injunction should not issue to prevent the release of Plaintiffs’ 
protected information. In addition, Plaintiffs seek to prevent Defendants Mocek and 
Muckrock.com, and Plaintiffs’ competitors, from using the Public Records Act as a guise to 
misappropriate Plaintiffs’ proprietary, confidential, and trade secret information. 

II. STATEMENT OF FACTS 

A. ADVANCED METERING INFRASTRUCTURE TECHNOLOGY. 

This case arises from the efforts of Defendant Seattle City Light (“SCL”) to develop 
Advanced Metering Infrastructure (“AMI”), which will improve the City’s ability to provide 
efficient and reliable utility service using the most modern tools available. AMI is a huge 
technological leap for electric and water utilities, which for decades have relied upon analogue 
meters, requiring individual personnel to physically read the meter and to feed metering 
information into utility billing systems. AMI improves the efficiency and reliability of utility 
service on multiple fronts. For example, AMI allows metering information to be delivered to 
utilities electronically, producing significant savings for utilities by reducing manpower and other 
resources needed for basic metering and billing operations. Combined with internet-based 
connections to individual customers, customers can be provided with real-time information about 
their utility usage, encouraging conservation and enabling a variety of strategies for utilities to cut 
expensive-to-serve peak demands. In addition, information obtained from AMI allows utilities to 
pinpoint outages, improve the efficiency of equipment operations, to identify electricity thieves, 
and to identify the rate structures, conservation programs, and generation profiles that best meet 
their customer needs. Declaration of Jay Evensen in Support of Motion for Temporary 
Restraining Order , ( J[ 4 (“ Evensen Decl .”); Declaration of Gregory Myers in Support of Motion 
for Temporary Restmining Order, 11113-4, 8-9 (“Myers Decl.”)', Declaration of Doug Wolfe in 
Support of Motion for Temporary Restraining Order, f 4 (“Wolfe Decl. ”). 
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B. SEATTLE’S REQUEST FOR PROPOSALS. 

This case arises from a Request for Proposal for Advanced Metering Infrastructure 
(“AMI”) issued by Defendant City of Seattle on November 12, 2014 (“RFP SCL 3404”). See 
Declaration of Eric Lee Christensen in Support of Motion for Temporary Restraining Order 
(“ Christensen DecV ’), ( J[ 5, Ex. C. In RFP SCL 3404, Seattle sought bids to develop, deliver and 
implement AMI for Seattle’s utility service territory, which encompasses the City of Seattle and 
adjacent cities in King County. Id., 'll 6. When completed, the AMI system will support operation 
of a system of advanced “small meters” for SCL’s electricity customers. Id., at ( J[ ( J[ 6-7. 

In accordance with the deadline specified in the RFP, each of the Plaintiffs submitted a 
response between January 7 and January 9, 2015. See Evensen Decl, ( J[ 12; Myers Decl., ( J[ 12; Ex. 
G; Wolfe Decl., ( | 11. As required under the extremely detailed RFP, which comprises about 175 
pages, each Plaintiff provided highly elaborate responses to RFP SCL 3404, discussing at length 
and in great detail matters such as the network security and encryption codes each Plaintiff 
proposed for the AMI system it designed for Seattle, the specific numbers and types of equipment 
that would be employed for that unique design, the operating characteristics of that equipment, 
the associated proprietary software, and detailed line-by-line pricing proposals. Evensen Decl., 

12, 15-17, 23-24; Myers Decl., 'll 12, 16-18, 24-25, 29; Wolfe Decl., f 11, 16-17, 25-27. In 
addition to Plaintiffs, five of their direct competitors in the AMI market - Aclara, Itron, Elster, 
Silver Springs Networks, and Ericsson - also submitted responses to the RFP. Evensen Decl, 'll 6. 

Thereafter, Seattle twice asked Trilliant to provide additional materials concerning the 
AMI system Trilliant designed for Seattle and the specific characteristics of that system. Trilliant 
provided responses to these requests on March 5 and 12, 2015. Wolfe Decl., ( J[ ( J[ 12-13. 

On April 12, 2016, Seattle City Light’s (“SCL”) Public Records Officer received an 
emailed PRA request seeking: 

Plans for, schedules of, policies dictating the performance of, requests for proposals to, 

contracts for, discussion of, and results of all security audits performed of "smart meter" 
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devices (remotely-addressable electrical meters sometimes referred to as "advanced 
metering infrastructure"), along with metadata. 

The email was signed “Phil Mocek,” but contained the notation 

“Filed via MuckRock.com 

E-mail (Preferred): 1 0378-42034 1 47 @requests.muckrock.com .” Any response to the 

MuckRock.com email address is automatically and immediately posted on MuckRock.com, 
where the information is available to anyone free of charge. Christensen Decl., ( ][ ( |10, 19.. 

On or about April 26, 2016, the SCL’s Public Disclosure Officer notified each of the 
Plaintiffs of the Mocek request. Christensen Decl., ^ 11, Ex. G. Thereafter, each Plaintiff 
reviewed its Response, redacting information documenting computer and network security 
protocols, trade secrets, detailed plans and specifications prepared in response to the RFP, and 
information protected under non-disclosure agreements with third parties. Each Plaintiff provided 
a redacted copy of its respective RFP to Seattle. Evensen Decl., 1 13; Myers Decl., 1 14; Wolfe 
Decl., ^ 14. In Trilliant’s case, it provided a redacted version of its RFP response, as well as 
redacted versions of the additional responses it submitted on March 5 and 12, 2015. Wolfe Decl., 
^ 14. In Landis+Gyr’s case, it also provided redacted versions of its Contract with SCL and 
certain additional documents. Evensen Decl., ‘I 13. 

Nonetheless, on May 11, 2016, SCL’s Public Records Officer notified Plaintiffs that 
unredacted versions of the Documents, including all information identified by Plaintiffs as 
proprietary, confidential, trade secret, individually-identifiable private, or network security 
information, will be released to Mocek unless Plaintiffs obtain and the City is served with a 
Temporary Restraining Order by May 26, 2016. Christensen Decl., '][ 12, Ex. H. 

During this time, Plaintiff Landis+Gyr also discovered that two documents containing 
proprietary and trade secret information describing Landis+Gyr’s proprietary network security 
system had been posted on the MuckRock.com website without its knowledge, apparently as the 
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result of an inadvertent release of the documents by Seattle. Evensen Decl. f 15. On May 16, 
2016, Plaintiffs’ counsel delivered a letter to Mr. Mocek, to MuckRock.com, to Michael Morisy, 
the owner of the MuckRock.com website, and to GoDaddy.com as the registrant of the website 
requesting that the documents be removed from MuckRock.com and that MuckRock.com 
cooperate in identifying any entities that may have accessed the information. Christensen Decl., ( J[ 
17, Ex. L. On May 17, Plaintiffs’ counsel received an email from Michael Morisy refusing to 
remove the documents from MuckRock.com and refusing to provide any information regarding 
who may have accessed Landis+Gyr’s proprietary information. Christensen Decl., '][ 18. Ex. M. 

C. THREAT OF RELEASE. 

The threat of release arises because, although Plaintiffs have provided redacted copies of 
the documents to SCL for release to Mr. Mocek, SCL’s Public Disclosure Office has notified each 
Plaintiff that it will release full and unredacted copies of the Documents to Mr. Mocek unless 
Plaintiffs obtain a court order enjoining release and serve that order on Seattle by close of 
business on May 26, 2016. Evensen Decl., ( J[ 14; Myers Decl., f 14; Wolfe Decl., 'll 14; 
Christensen Decl., 'll 12, Ex. H. Any document released by SCL to Mr. Mocek will be 
immediately posted on the MuckRock.com website “automatically . . . without human review” by 
virtue of Mr. Mocek’ s use of MuckRock.com as the avenue for SCL to respond to his request. 
Christensen Decl., 'll 18, Ex. M. As a result, all of Plaintiffs’ protected material will be 
immediately available in full to anyone with access to the internet, including Plaintiffs’ 
competitors and individuals or organizations that would use Plaintiffs’ network security 
information for nefarious purposes. Evensen Decl., ( J[ 15. 

Therefore, Plaintiffs must immediately obtain a temporary restraining order to prevent 
release of the network security information, trade secrets, proprietary information, and private 
information of individual employees and trade references, and to require MuckRock.com to 
remove protected trade secret and proprietary information from its website. 
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III. EVIDENCE RELIED UPON 


This Motion is based upon evidence contained in the following Declarations, each of 
which is attached to this Motion: Declaration of Jay Evensen in Support of Motion for Temporary 
Restraining Order , Declaration of Gregory Myers in Support of Motion for Temporary 
Restraining Order, Declaration of Doug Wolfe in Support of Motion for Temporary Restraining 
Order, and Declaration of Eric Lee Christensen in Support of Motion for Temporary Restraining 
Order. 

IV. AUTHORITY 

A. STANDARD OF REVIEW FOR TEMPORARY RESTRAINING ORDER. 

Washington’s Uniform Trade Secrets Act, RCW Chapter 19.108, requires this Court to 
issue a temporary restraining order and to provide other injunctive relief to protect Plaintiffs’ 
trade secrets for the duration of this litigation. RCW 19.108.050 mandates that the Court “ shall 
preserve the secrecy of an alleged trade secret by reasonable means,” which may include 
“ordering any person involved in the litigation not to disclose an alleged trade secret without prior 
court approval” and issuing an injunction to prevent the “[ajctual or threatened misappropriation 
of trade secrets.” RCW 19.108.020. 

In addition, RCW 7.40.020 and CR 65(b) set forth the general standard governing the 
issuance of an injunction in Washington. A court may issue a TRO when a plaintiff demonstrates 
that, in order to avoid great injury, the defendant must be restrained from certain acts until the 
litigation has been resolved. Plaintiffs are entitled to injunctive relief if they present prima facie 
evidence that: (1) they have a clear, legal or equitable right to relief; (2) they have a well- 
grounded fear of immediate invasion of that right; and (3) Defendant’s actions either are resulting 
in or will result in actual or potential injury to Plaintiff. Ameriquest Mortg. Co. v. State Atty. 
Gen., 148 Wn. App. 145, 157 (2009); Swiss Baco Skyline Logging Company v. Haliewicz, 14 Wn. 
App. 343, 345 (1975); RCW 7.40.020; CR 65. 
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Finally, Washington’s Public Records Act (“PRA”) authorizes injunctions against the 
release of public records if release would “clearly not be in the public interest and would 
substantially and irreparably damage any person, or would substantially and irreparably damage 
vital governmental functions.” RCW 42.56.540. 

Each Plaintiff can establish the necessary elements under each of these three standards, 
and therefore, a temporary restraining order should be entered restricting Seattle from disclosing 
the protected material contained in the Documents, including network security information, trade 
secrets, proprietary and confidential information, and valuable formulae, and the individually- 
identifiable private information of Plaintiffs’ employees and trade allies, and Defendants 
MuckRock.com and Mocek should be ordered immediately to remove the unredacted documents 
containing Landis+Gyr’s network security and proprietary information from the MuckRock.com 
website and to refrain from posting that information in any other public forum until they show 
cause why a temporary injunction should not issue. 

B. PLAINTIFFS HAVE A CLEAR LEGAL RIGHT TO ENJOIN RELEASE OF THE 

RESPONSES. 

1. The Documents Are Not Responsive to the Mocek PRA Request. 

Mr. Mocek’ s PRA request seeks documents, including “requests for proposals to” and 

“contracts for . . . security audits performed of ‘smart meter’ devices .” Christensen Decl. '][ 10 Ex. 
E. None of the Documents, however, are for “security audits” of “smart meters.” The RFP 
Responses submitted to SCL contain proposals to design and construct SCL’s AMI infrastructure, 
not to perform security audits of that system. Similarly, the Landis+Gyr contract documents lay 
out the terms and conditions upon which Landis+Gyr will design, construct, and operate SCL’s 
AMI system. Landis+Gyr does not have a contract for the performance of “security audits” on 
SCL’s “’smart meter’ devices.” Evensen Decl. 12; Myers Decl. ‘I 12; Wolfe Decl. ^ 11. 
Accordingly, the Documents are not responsive to Mr. Mocek’ s PRA request and SCL has no 
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obligation to release them. RCW 42.56.080 (government agencies are obligated to release only 
documents identified by requestor). 

2. Plaintiffs Have A Clear Legal Right To Enjoin Release Of The Electronic 
System Security Information Contained In Their Documents. 

Securing the nation’s critical infrastructure, including its electric utility infrastructure, is a 
major national priority. For example, President Obama recently stated, “The cyber threat to 
critical infrastructure continues to grow and represents one of the most serious national security 
challenges we confront.” Executive Order No. 13636, “Improving Critical Infrastructure 
Cybersecurity,” Feb. 12, 2013 at § 1 (available at: https://www.whitehouse.gov/the-press- 
office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecuritv) . The threat of 
cyber-attack arises from multiple sources, including the militaries of hostile or potentially-hostile 
nation-states, terrorist organizations, organized criminal cyber-gangs, “lone wolf’ terrorists, and 
individual hackers. Evensen Decl, ( J[ ( J[ 19-20; Myers Dec!., 121; Wolfe Dec!., f 21. The federal 
government, in cooperation with the nation’s electric utilities, has undertaken multiple measures 
to combat cyber-security threats. These include, for example, establishing formal mechanisms to 
share information about continually-evolving cyber-threats and mandatory electric reliability 
standards designed to protect the nation’s electric infrastructure from cyber- and physical attacks. 
Id. 

Consistent with this national policy, the PRA specifically protects from public release 
information concerning computer and network security and encryption systems, starting with 
legislation that was added to the PRA in response to the terrorist attacks of September 11, 2001. 
See Wash. Laws of 2002, Ch. 335. That legislation, later amended, is codified in RCW 
42.56.420, which provides that several categories of “information relating to security” are 
“exempt from public disclosure.” It is critical to protect security information related to critical 
infrastructure from public disclosure because, “once released,” the information “cannot be 
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retrieved to protect it from pranksters, saboteurs, terrorists, and others who might seek” the 
network security information “for disastrous purposes.” Northwest Gas Ass’n, 141 Wn. App. at 
124. 

Among the information protected under RCW 42.56.420 is “[information regarding the 
infrastructure and security of computer and telecommunications networks,” including “security 
access codes and programs, access codes for secure software applications, . . . security risk 
assessments, and security test results to the extent that they identify specific system 
vulnerabilities.” RCW 42.56.420(4). In addition, the PRA protects security-related “information 
the release of which may increase risk to the confidentiality, integrity, or availability of agency 
security, information technology infrastructure, or assets.” Id. Plaintiffs’ RFP Responses contain 
substantial information falling into both categories. 

First, in response to a specific inquiry from Seattle, Trilliant on March 5, 2015, provided 
several documents related to the security and encryption systems it proposed to include as part of 
its AMI deployment for Seattle. These include specific security risk assessments and security test 
results that identify specific vulnerabilities or potential vulnerabilities in those security systems, 
and include specific discussions of security access codes and programs, including discussion of 
specific lines of computer programming. Wolfe Decl., ( ][ ( J[ 16-17. This information is exempt from 
disclosure RCW 42.56.420(4) because it consists of “[information regarding the infrastructure 
and security” of Trilliant’ s AMI telecommunications and computer network systems, including 
“security risk assessments, and security test results” that discuss “specific system vulnerabilities.” 
See Northwest Gas Ass’n, 141 Wn. App. at 118-20. 

Second, each of the Plaintiffs has provided Seattle with extensive information regarding 
the security and encryption systems they proposed to deploy as part of the AMI systems they 
designed specifically for SCL in response to the RFP. This information includes, for example, 
specific examples of the alarms that would be triggered by a cyber- or physical intrusion, how the 
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security systems are layered, encryption keys, and details on the communications protocols 
allowing different elements of the AMI system to interact remotely. If this information were 
made public, it would provide potential cyber-attackers “essential tools” to identify potential 
vulnerabilities and avenues of attack for the security and encryption systems designed by each of 
the Plaintiffs. Evensen Decl., 15-16; Myers Decl., ( J[ ( J[ 16, 19; Wolfe Decl., n 16-24. 

In addition, Plaintiffs have redacted from their RFP Responses detailed information about 
the physical location of specific pieces of equipment included in the plans and designs for 
Seattle’s AMI system, which they were required to provide in response to RFP SCL 3404. If this 
information is publicly available, it would significantly increase the risk of physical attacks on 
Seattle’s electric system. Evensen Decl., 17-21; Myers Decl., 18-23; Wolfe Decl., f 19. In 
light of a 2013 attack on a major San Francisco-area electric substation, physical attacks of this 
kind are now a recognize security threat. Evensen Decl., 'll 17. See Northwest Gas Ass’n, 141 
Wn. App. at 123-24 (threat of physical attack on natural gas pipelines justifies bar against public 
release of detailed data on pipeline locations and designs). 

Public release of this information therefore “increase[s] risk to the confidentiality, 
integrity, or availability of . . . information technology infrastructure,” and “assets,” notably 
including the nation’s electric utility infrastructure and assets, as detailed in RCW 42.56.420(4). 
Plaintiffs are therefore entitled to protect this information from public release under RCW 
42.56.420. 

Finally, release of the information is clearly not in the public interest. The release of the 
information Plaintiffs seek to protect could increase the probability of a successful cyber- attack 
on the nation’s critical electricity infrastructure, with potentially dire economic and national 
security consequences. Evensen Decl., ( J[ ( J[ 19-20; Myers Decl., 'H 21-22; Wolfe Decl., ‘K 21-22. 
Similarly, releasing this information would increase the risk of physical attacks on Seattle’s 
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electric system, with potentially devastating economic and social consequences. Even if a 
physical attack were unsuccessful, it would require significant additional expense to protect and 
monitor potentially vulnerable facilities. Evensen Decl., 118; Myers Decl., ( J[ 23; Wolfe Decl., '][ 
24. Further, once the information is released Plaintiffs and the public will suffer “[i]rreparable 
damage” because, once released, Plaintiffs’ network security information “cannot be retrieved and 
returned to a protected or confidential status.” Northwest Gas Ass’ n, 141 Wn. App. at 121-22. 

Release of the information therefore must be enjoined under RCW 42.56.540 because the 
release of the information will “substantially and irreparably damage” Plaintiffs and “substantially 
and irreparably damage vital governmental functions” ranging from national security to provision 
of vital utility services by government agencies such as Seattle City Light. By contrast, release of 
information concerning Plaintiffs’ security and encryption systems has little or no value to the 
public. The information says a great deal about how Plaintiffs operate their private businesses, 
but nothing about how the City of Seattle performs governmental functions. See Northwest Gas 
Ass’n, 141 Wn. App. at 106 (the PRA is “focused on the efficient administration of government, 
fair dealing by elected representatives and public officials, and the public’s access to pertinent 
governmental information” (emph. added)). By way of analogy, it is important for the public to 
know that the City has installed locks on key government facilities that might be subject to theft 
or sabotage, but knowing the proprietary details of how the locks are designed by the 
manufacturer says nothing about how the City carries out its functions. It only increases the risk 
that thieves can bypass the locks to pilfer public property. 
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3. 


The Responses Contain Protected Trade Secrets. 


The PRA and the UTSA protect trade secrets from public release. Stated concisely, if 
information is a trade secret, it is exempt from disclosure under the PRA. The PRA protects 
information from public release if it is protected under any “statute which exempts or prohibits 
disclosure of specific information or records.” RCW 42.56.070(1). Washington’s UTSA 
protects trade secrets from public disclosure. RCW 19.108.020, .050. Accordingly, the PRA by 
its plain terms requires information protected under the UTSA as a trade secret to be protected 
from public release under the PRA, as well. 

As the Washington Supreme Court has made clear “ Itlhe Public Records Act is simply 
an improper means to acquire knowledge of a trade secret .” Progressive Animal Welfare Soc. 
v. Univ. of Wash., 125 Wn.2d 243, 262, 884 P.2d 592 (1994) (“PAWS”) (emphasis added). The 
“other statutes” exception to the PRA therefore “operates as an independent limit on disclosure of 
portions of the records at issue ... that have even potential economic value.” Id. See also 
CaremarkPCS Health, LLC v. New Hampshire Dept, of Admin. Svcs, 2015 WL 1941356 at * 4-5 
(concluding that UTSA protects information from disclosure under New Hampshire’s public 
disclosure law, collecting cases from multiple states); DVD Copy Control Ass’n v. Bunner, 31 
Cal. 4 th 864, 4 Cal.Rptr.3d 69, 75 P.3d 1 (Cal. Sup. Ct. 2003) (upholding injunction requiring trade 
secret information about DVD encryption technology to be removed from the internet). 
Protection of trade secrets is a priority even in the face of important countervailing policies such 
as the protection of public health. PAWS, 125 Wn.2d at 263 (citing Laws of 1994, ch. 42 § 1, p. 
130, enacting RCW 4.24.601). 

The UTSA and the PRA’s “other statutes” exemption together protect companies like 
Plaintiffs because “[i Individuals and businesses often attempt to use the PRA to obtain access to 
information that their competitors have provided to a state or local agency or to information 
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concerning the agency’s dealings with their competitors.” Public Records Act Deskbook: 

Washington’s Public Disclosure and Open Public Meetings Laws (Greg Overstreet, ed. Wash. 

State Bar Assoc. 2006) § 18.2(2). And, because any response Seattle makes to Mr. Mocek 

through the MuckRock.com website will be automatically posted and available to the public on 

MuckRock.com, Plaintiffs’ trade secret information will then be available to everyone, including 

Plaintiffs’ competitors. Christensen Decl., ^18, Ex. M. 

The specific proprietary models, designs, computer software, and similar information 

Plaintiffs seek to protect here are trade secrets. The UTSA defines a “trade secret” as: 

information, including a formula, pattern, compilation, program, device, method, 
technique, or process that: (a) Derives independent economic value, actual or potential, 
from not being generally known to, and not being readily ascertainable by proper means 
by, other persons who can obtain economic value from its disclosure or use; and (b) Is the 
subject of efforts that are reasonable under the circumstances to maintain its secrecy. 

RCW 19.108.010(4). 

The information Plaintiffs seek to protect includes formulae, patterns, computer 
programs, devices, techniques, and similar information that is the product of tens of millions of 
dollars and thousands of person-hours invested in research and development, as well as years of 
industry experience. Evensen Deck, f 7; Myers Deck , ']['][ 5-7; Wolfe Deck, 6-8. So long as this 
information remains secret, Plaintiffs’ competitors could not replicate Plaintiffs’ proprietary 
systems except through the investment of tens of millions of dollars and many hundreds of hours 
of time from specialized experts. Evensen Deck, '][ 9; Myers Deck, C J[ 7; Wolfe Deck, 1 8. Further, 
each Plaintiff brings a unique approach to providing AMI architecture. Evensen Deck, f 8; Myers 
Deck, 5-7; Wolfe Deck, 'H 7-8. The information Plaintiffs seek to protect is therefore “novel” 
in the sense that it cannot be “readily ascertainable from another source,” but is the product of 
Plaintiffs’ internal and confidential efforts to compile complexand proprietary technological 
systems based upon independent research. See Confederated Tribes of Chehalis Reservation v. 
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Johnson , 135 Wn.2d 734, 749, 958 P.2d 260 (1998); Boeing Co. v. Sierracin Corp., 108 Wn.2d 
38, 49-51, 738 P.2d 665 (1987) (detailed engineering designs for airplane windows constitute 
trade secrets). 

However, if the information was publicly released, it would create an artificial advantage 
for Plaintiffs’ competitors in the AMI market who could obtain cost-free access to Plaintiffs’ 
confidential and proprietary information, allowing those competitors to copy or reverse engineer 
Plaintiffs’ proprietary systems, software, designs, techniques, and processes. Evensen Decl., ff 
12, 23-27; Myers Decl., If 24-34; Wolfe Decl., ff 25-31. In addition, release of the information 
would destroy the value of Plaintiffs’ investment in developing its proprietary technologies by 
allowing Plaintiffs’ competitors to access Plaintiffs’ proprietary systems, software, designs, and 
models, thereby eliminating the market advantages Plaintiffs have developed through application 
of their proprietary systems, software, designs, and models. Evensen Decl., ff 26-27 ; Myers 
Decl., ff 30-33; Wolfe Decl., ff 28-29. 

The Plaintiffs also seek to protect information which, if publicly released, would reveal 
their future plans for research, deployment of system upgrades, and future business plans. These 
include, for example, Landis+Gyr’s “AMI System Roadmap (Software),” an attachment to the 
Landis+Gyr contract with SCL entitled ’’Solution Design Document,” a Sensus document called 
“Product Information Notice,” and two Trilliant “Roadmap” documents. Evensen Decl., ff 14, 27; 
Myers Decl., f 32; Wolfe Decl., f 30. If publicly released, these documents would allow 
Plaintiffs’ competitors to anticipate Plaintiffs’ market strategies and research agendas, allowing 
those competitors to artificially profit from Plaintiffs’ expertise and to anticipate and undercut the 
value of Plaintiffs’ substantial research and development efforts. Evensen Decl., ff 14, 27; Myers 
Decl., f 33; Wolfe Decl., f 31. See In re Iowa Freedom of Information Council, 724 F.2d 658, 664 
(8 th Cir. 1983) (finding “marketing and distribution plans” that “could be of substantial use to 
competitors anxious to learn” of company’s marketing plans are protected trade secrets). 


MOTION FOR TEMPORARY RESTRAINING ORDER 
AND ORDER TO SHOW CAUSE WHY PRELIMINARY 
INJUNCTION SHOULD NOT ISSUE - 15 


CAIRNCROSS & HEMPELMANN, P.S. 
ATTORNEYS AT LAW 
524 Second Avenue, Suite 500 
Seattle, Washington 98 1 04-2323 
office 206 587 0700 fax 206 587 230 


{03105720.DOC;7 } 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 


The protected information therefore “[d]erives independent economic value, actual or 
potential, from not being generally known to, and not being readily ascertainable by proper means 
by, other persons who can obtain economic value from its disclosure or use,” thus satisfying the 
first prong of the USTA’s “trade secrets” definition. RCW 19.108.010(4)(a); see also PAWS, 125 
Wn.2d at 262; Harley H. Hoppe & Associates, Inc. v. King County, 162 Wn.App. 40, 58, 255 
P.3d 819 (2011) (tax information from which competitors could derive trade secret information is 
protected from disclosure under PRA). 

Access to technical systems, proprietary software, and the specific network systems 
specially developed for the Seattle RFP are known and accessible to only a few people within 
each Plaintiffs company. Each of the Responses is maintained on a password protected server. 
Each Plaintiff requires entities with which it deals to sign non-disclosure agreements and 
undertakes similar measures to protect its proprietary information. Even when such contractual 
provisions are in place, Plaintiffs restrict access to the confidential information by requiring their 
business partners to access the information through secured and password-protected computer 
portals. Further, when notified by the City that Mr. Mocek was seeking copies of each Plaintiff’s 
Response, each Plaintiff carefully reviewed its Response and redacted proprietary and trade secret 
information from the Response and provided a redacted version of the response to the City 
through a password-protected, internet-based file transfer system. Evensen Decl., ( ][ ( J[ 10, 13; 
Myers Decl., 10-14; Wolfe Decl., ( J[ C J[ 9, 14. 

Plaintiffs have also exercised their legal rights to prevent public release of their trade 
secrets in several other PRA cases. In 2015, in a case also involving Plaintiffs’ responses to SCL 
RFP 3404 which was also filed in this Court, Plaintiffs successfully obtained a TRO to prevent 
release of the same information they seek to protect here, and resolved the case by agreeing to 
release documents with all protected information redacted, in return for which the requestor, 
David Ward, agreed to withdraw his PRA request. Landis+Gyr Technology, Inc. et al. v. City of 
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Seattle et al., King Co. Superior Ct. No. 15-2-13397-7 SEA (filed June 3, 2015); Christensen 
Decl., 1 13 & Ex. I. 

Similarly, in a case arising in Mason County in circumstances nearly identical to those 
presented here, Plaintiffs sought and obtained a Temporary Restraining Order preventing release 
of their proprietary and trade secret information. In that case, as here, Mason County PUD. No. 3 
(“Mason PUD”) issued an RFP for AMI services. Landis+Gyr filed a response to the Mason 
PUD’s RFP. In addition, the National Rural Telecommunications Cooperative (“NRTC”), which 
sells Sensus AMI equipment and technology to rural utilities, filed a response proposing to use 
Sensus technology to meet Mason PUD’s AMI requirements. In response to a PRA request 
seeking both the Landis+Gyr and NRTC RFP responses, Landis+Gyr and NRTC sought and, on 
April 15, 2015, obtained a TRO from the Superior Court of Mason County preventing release of 
their unredacted RFP responses under the Public Records Act. Christensen Decl., •][ 15 & Ex. J. 
Thereafter, the case settled when the requestor voluntarily withdrew its Public Records Act 
request for the RFP responses. Id. 

Subsequently, when competitors of Plaintiffs filed PRA requests seeking copies of 
responses to the Mason PUD RFP, Landis+Gyr and NRTC again objected to the release of 
proprietary and protected information, and the PRA requests were withdrawn when the requesters 
agreed to accept redacted versions of the RFP responses Christensen Decl., 1 16 & Ex. K. 
Hence, Plaintiff meets the second prong of the UTSA’s “trade secrets” definition, which requires 
that the information be “the subject of efforts that are reasonable under the circumstances to 
maintain its secrecy.” RCW 19.108.010(4)(b). 

Similarly, Plaintiffs’ network security and encryption systems are trade secrets, that, if 
publicly released, would cause significant economic loss. Plaintiffs have invested millions of 
dollars and years of research to develop their proprietary security systems. Releasing the network 
security and encryption information Plaintiffs redacted from their RFP Responses would destroy 
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the value of these investments. Evensen Decl., f 20; Myers Decl., ( J[ 20; Wolfe Decl., 20, 24. 
Thus, in addition to the protections afforded by RCW 42.56.420, this information is also protected 
from public release under the UTSA. 

As this discussion demonstrates, Washington courts have not hesitated to intervene when 
misappropriation of trade secrets is threatened. Nor have the courts of Washington’s sister states. 
See, e.g., USA Power LLC v. PacifiCorp., 2016 UT 20, slip op. at ( J[ 69 (Utah Sup. Court, 
published May 16, 2016) (upholding $115 million damage award for misappropriation of trade 
secrets, noting “It can hardly be argued that, in a bidding contest, for one competitor to have 
access to another competitor’s internal financial calculations - calculations that will certainly bear 
upon that competitor’s ultimate bid - would have obvious value. Such financial information is a 
paradigmatic example of a trade secret .” (emph. added)); In re M-I LLC, Texas Sup. Ct. Docket 
No. 14-1405 (Issued May 20, 2016) (Issuing Writ of Mandamus to trial Court for failure to 
protect trade secrets under Texas UTSA); DVD Copy Control Ass’n v. Bunner, 31 Cal. 4 th 864, 4 
Cal.Rptr.3d 69, 75 P.3d 1 (Cal. Sup. Ct. 2003) (upholding injunction requiring trade secret 
information about DVD encryption technology to be removed from the internet). 

The same is true of the federal courts, which regularly step in to prevent the release of 
trade secrets under “Exemption 4” of the federal Freedom of Information Act, 5 U.S.C. § 
552(b)(4), which exempts “trade secrets” from disclosure under the FOIA’s otherwise broad 
mandate for disclosure of information held by the federal government. See, e.g., McDonnell 
Douglas Corp. v. U.S. Department of the Air Force, 375 F.3d 1182, 1189 (D.C. Cir. 2004) 
(enjoining release of detailed pricing that “would likely cause [Boeing] substantial competitive 
harm because it would significantly increase the probability [Boeing’s] competitors would 
underbid it” in future federal contract solicitations); Munger, Tolies & Olson LLP v. U.S. 
Department of the Army, 2014 WF 5781394 at *7 (C.D. Cal., Nov. 6, 2014) (release of “specific 
financial information” of the type we seek to protect here “would give competitors an unfair peak 
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into the [Plaintiffs’] operations”); Lion Raisins, Inc. v. U.S. Dept, of Agriculture, 354 F.3d 1072, 
1081 (9 th Cir. 2004); Laborers’ Int’l Union ofN. Amer. Pacific Southwest Region v. U.S. Dept, of 
Energy, 2015 WL 237150 at * 2-3 (E.D. Cal., Jan. 16, 2015); Torres Consulting & Law Group, 
Inc. v. Dept, of Energy, 2013 WL 6196291 (D. Ariz., Nov. 27, 2013) (“Substantial competitive 
harm occurs when disclosure would allow competitors to estimate and undercut a contractor’s 
bid”); Starkey v. U.S. Dept, of Interior, 238 F. Supp. 2d 1188, 1195-97 (S.D. Cal. 2002). 

Plaintiffs’ proprietary plans, designs, equipment specifications, and design processes are 
therefore entitled to a TRO and further injunctive relief under RCW 19.108.050, which requires 
that the Court “ shall preserve the secrecy of an alleged trade secret by reasonable means,” and 
under RCW 19.108.020, which authorizes the Court to issue an injunction to prevent potential 
misappropriation of trade secrets and authorizes such injunctions to be imposed for a “reasonable 
period of time in order to eliminate commercial advantage that otherwise would be derived from 
the misappropriation.” 

4. The Pricing Breakdowns and Other Technological Information in the 
Responses are Protected as “Valuable Formulae, Designs, Drawings, and 
Research Data” under the PRA. 

In addition to the protections provided under the USTA, the PRA provides an 
independent ground for protecting the systems designs, diagrams, computer codes, and research 
data redacted from the Documents provided to Mr. Mocek. RCW 42.56.270 protects several 
categories of “financial, commercial, and proprietary information” from public disclosure, 
including “[v]aluable formulae, designs, drawings, computer source code or object code, and 
research data . . . when disclosure would produce private gain and public loss.” RCW 
42.56.270(1). Plaintiff meets each of the elements required to qualify for this exemption, and is 
therefore entitled to a temporary restraining order preventing its release under the PRA. 
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First, the information Plaintiffs seek to protect consists of valuable formulae, designs, 
drawings, computer codes, and research data. Each of the Plaintiffs’ Responses contains detailed 
designs, including drawings and other graphics, for AMI systems created to meet the unique and 
extremely detailed requirements specified by Seattle in its RFP. These designs are based upon 
research data related to the specifics of the City Light electric system, and also contain detailed 
descriptions of the software and other proprietary information each of the Plaintiffs would bring 
to bear to provide AMI services to Seattle. Evensen Decl., ( ]['][ 30-33; Myers Decl., If 36-39; 
Wolfe Decl., ff 33-36. The Responses also include research data, including, for example, 
research data concerning the performance of specific AMI systems at specific temperatures, 
Myers Decl., f 29, and research concerning the performance of computer security and encryption 
systems. Wolfe Decl., f 16. This protected data therefore fits squarely within the PRA’s 
protection for valuable formulae, designs, drawings, and research data. See Servais v. Port of 
Bellingham , 127 Wn.2d 820, 831-32, 904 P.2d 1124 (1995) (concluding that cash flow analysis 
related to commercial expansion of Port protected under RCW 42.56.270(1)); PAWS, 125 Wd.2d 
at 254-55; Evergreen Freedom Foundation v. Locke, 127 Wn. App. 243, 249-50, 110 P.3d 858 
(2005) (concluding that portions of development plan are protected under RCW 42.56.270(1)). 

In addition, release of this information would produce both public loss and private gain. 
The “private gain” is evident — competitors would gain an unfair advantage from having a full-on 
view into engineered technical systems and specifications related to each Plaintiff’s AMI 
communications systems, as well Plaintiffs’ roadmaps for future research and business 
development. Put another way, each Plaintiff has invested considerable effort and resources to 
develop its proprietary AMI technologies, associated pricing and business models, and research 
agendas. By using the PRA to make this information public, and thus allowing the information to 
fall into the hands of Plaintiffs’ competitors, those competitors in the AMI market will benefit 
artificially from the Plaintiffs’ considerable investments in developing this proprietary 
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information. Evensen Decl., ff 7-9, 18, 25-27 ; Myers Decl., If 24-32; 40; Wolfe Decl., ff 6-8, 

25- 26, 29-31, 37. See Servais, 111 Wn.2d at 832 (cash flow analysis properly withheld from 
public release because competitors could use it to their own advantage, producing public loss and 
private gain). 

The “public loss” is also clear. The release of Plaintiffs’ proprietary information creates 
a serious disincentive for Plaintiffs to invest in research and development. Evensen Decl., ff 7, 

26- 27 ; Myers Decl., ff 29-31; Wolfe Decl., ff 28-31. It also would discourage their participation 
in future competitive bidding processes. This threatens to deny the millions of Washington 
citizens served by publicly-owned utilities the benefits of AMI technology, as well as the benefits 
of many other technological advances in the utility field that promise to, for example, greatly 
improve the cost and reliability of electric service and to substantially reduce the environmental 
and public health impacts associated with generation of electricity with fossil fuels. Evensen 
Decl., f 36; Myers Decl., ff 42-44; Wolfe Decl., ff 39-40. Similarly, in addition to simply sitting 
out future competitive bidding processes, Plaintiffs and others could, in those future processes, 
demand a premium to cover the risk of loss of proprietary information in public bidding processes 
or limit the proprietary information they provide. Any of these outcomes compromises the value 
of public competitive bidding processes by reducing the number and quality of bidders, by 
increasing costs to the citizens served by publicly-owned utilities, and by limiting the information 
available in bidding processes, making it more likely that less-qualified bidders will be selected. 
Evensen Decl., ff 37-38; Myers Decl., ff 43-44; Wolfe Decl., f 40. See USA Power v. 
PacifiCorp, supra at f 72 (“by knowing the ‘price to beat,’ PacifiCorp gained a critical 
competitive advantage in the RFP process”). 

On the other hand, there is little public benefit to the release of detailed, line-by-line 
pricing information of the type we seek to protect here, because it “reveals the internal workings 
of the contractor, not those of the Government,” and therefore “shed[s] little if any light upon the 
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‘agency’s performance of its statutory duties.’” McDonnell Douglas, 375 F.3d at 1193 ( quoting 
Bibles v. Or. Natural Desert Ass’ n, 519 U.S. 355, 356 (1997) {per curiam)). A bidder’s decision 
to “mark [ ] up one cost element by a large margin and another by a small margin, in the course of 
making its bid competitive overall, is not self-evidently relevant to the question of what the 
‘government is up to.’” Id., at 1193. See also Munger, Tolies & Olson, 2014 WL 5781394 at *7. 

In short, the PRA protects “information from which an informed reader might deduce 
relevant data or hypotheses” from public disclosure. PAWS, 125 Wd.2d at 255. Plaintiffs are 
therefore entitled to a temporary restraining order under RCW 19.108.050 and RCW 42.56.540 
protecting the detail plans, drawings, and diagrams submitted in response to the Seattle RFP. 

5. Plaintiffs Have A Clear Legal Right To Prevent Public Release Of The 
Names Of Employees And Uninvolved Third Parties And To Prevent Release 
Of Information Protected By Non-Disclosure Agreements With Third 
Parties. 

Plaintiffs seek to protect the names, contact information, and certain other descriptive 
information of their employees provided to Seattle to support their proposals for developing 
Seattle’s AMI systems. In addition, Plaintiffs have redacted the names, contact information, and, 
in some cases, other information provided by third party trade references provided to the City as 
part of the RFP process. As we now explain, this information is protected from public release for 
several reasons. 

a) Revealing the Names and Contact Information of Private and Third- 
Party Employees Violates Their Right to Privacy. 

Revealing the names and contact information of Plaintiffs’ individual employees and the 
names of individuals at other companies who served as Plaintiffs’ references in the RFP process 
violates those individual’s rights to privacy. Further, these individuals, who are not government 
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employees and, in most cases, will have no involvement whatsoever with any Seattle government 
function, violates their right to privacy in the circumstances of this case. 

The PRA protects personal information from public release where release “(1) Would be 
highly offensive to a reasonable person, and (2) is not of legitimate concern to the public.” RCW 
42.56.050. The first prong of this test is met because the release of the names and contact 
information of these individuals would be highly offensive in the circumstances of this case. If 
SCL provides this information to Mr. Mocek through the MuckRock.com website, these names, 
contact information, and other individually-identifiable information will immediately become 
available to anyone on the MuckRock.com website. Christensen Decl. ^ 18 7 Ex. M. In these 
circumstances, releasing the names of private sector individuals to Mr. Mocek is likely to subject 
them to unwanted spam emails, calls from telephone solicitors, and possibly intimidation from the 
ill-informed but determined opponents of AMI, Christensen Decl. *][ 14, and release of these 
individual’s names and individually-identifiable information is therefore highly offensive in the 
circumstances of this case. 

The second prong of the test is met because there is no legitimate public interest in the 
names and contact information of these private individuals. The names of individual contacts at 
Plaintiffs’ trade references have no involvement whatsoever with the City of Seattle or the 
operations of Seattle government. None of them are residents of Washington and some do not 
even reside in the United States. They appear in Plaintiffs’ RFP responses merely by virtue of 
having done business with Plaintiffs and having agreed to provide information to the City about 
that business experience. Their names and contact information are wholly irrelevant to the 
business information provided to the City. See Predesik v. Spokane School Dist. No. 81, 182 
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Wn.2d 896, 908, 346 P.3d 737 (2015) (“The people have a right to know who their public 
employees are and when those employees are not performing their duties” (emph. added)). 

The names of individuals employed by Plaintiffs are equally without relevance to 
legitimate public concerns. For Plaintiffs Sensus and Trilliant, these individuals will have no 
relationship to any function of Seattle government because they were included in proposals that 
were ultimately rejected by Seattle. Named employees of Landis+Gyr will carry out the 
administrative and technical details of deploying Seattle’s AMI system, but the primary 
responsibility for the system remains with City Light employees. Even individuals directly 
employed by government agencies are entitled to have their names withheld from the public, even 
where serious allegations have been made against them, at least until the allegations are proven. 
See Bainbridge Island Police Guild v. City of Puyallup, 172 Wn.2d 396, 411-18, 259 P.3d 190 
(2011); Bellevue John Does 1-11 v. Bellevue School Dist. No. 405, 164 Wn.2d 199, 189 P.3d 139 
(2008). 

The names and individually-identifying information of employees and trade allies must 
be redacted from the documents under RCW 42.56.070(1), which provides that, “[t]o the extent 
required to prevent an unreasonable invasion of personal privacy interests protected by this 
chapter, an agency shall delete identifying details in a manner consistent with this chapter when it 
makes available or publishes any public record.” 

6. Information Contained in Third-Party Trade References and Employee 
Biographies is Protected As Trade Secret Information. 

Plaintiffs’ redactions of the names, contact information, and details of their trade 
references are protected trade secrets and therefore exempt from public disclosure under the legal 
principles discussed above. If publicly revealed, this type of detailed information would allow 
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Plaintiffs’ competitors to deduce critical proprietary information about their trade secrets. 


Similarly, the detailed qualifications of certain individuals have been redacted because knowledge 
of the technical specialties needed for Plaintiffs’ plan would enable competitors to deduce specific 
requirements needed to deploy Plaintiffs’ proprietary systems. In addition, publicly revealing 
this information subjects Plaintiffs to loss of critical employees to their competitors in a market 
with limited numbers of technically skilled employees. Evensen Decl., 11 28-29; Myers Decl., H 
34-35; Wolfe Decl., 1 32; See Salemi v. Cleveland Metroparks, 2014 WL 4460404 at *6-9 (Ohio 
App., Sept. 9, 2014) (names and email addresses of private patrons of public golf course are 
protected as trade secrets under Ohio UTSA and therefore exempt from disclosure under Ohio 
public records law); City of Columbus v. Lyft, Inc., 22 N.E.3d 304 (Ohio Mun. Ct., 2014) (list of 
private Lyft drivers and license numbers exempt from disclosure under Ohio public records law 
because the information is a trade secret under Ohio UTSA); RCW 19.108.910 (Washington 
UTSA should be interpreted uniformly with UTSA adopted in other states). 

Further, Plaintiffs’ trade references are trade secrets because they are subject to non- 
disclosure agreements and are provided to third parties only on a need-to-know basis. Evensen 
Decl., 1 29; Myers Decl., H 34-35; Wolfe Decl., 1 32. If revealed, Plaintiffs could suffer 
substantial pecuniary losses because these trade references might view public disclosure as a 
violation of non-disclosure agreements as well as the understandings with these third parties 
concerning how their information is to be used. This could cause these third parties to refuse to 
allow their names to be used in future competitive bidding processes, causing significant loss to 
Plaintiffs because trade references are a nearly universal requirement in such processes, and 
Plaintiffs’ bids might be disqualified if they cannot provide the required number of trade 
references. Evensen Decl., 1 29; Myers Decl., 1 35; Wolfe Decl., 1 32. See Harley H. Hoppe & 
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Associates, 162 Wn.App. at 58 (concluding that information protected by non-disclosure 
agreements and trade secrets is exempt from PRA disclosure). 

C. PLAINTIFF HAS A WELL-GROUNDED FEAR OF THE IMMEDIATE 

INVASION OF ITS RIGHTS TO PROTECT ITS TRADE SECRETS. 

Quite simply, Seattle will make Plaintiffs’ network security information, trade secrets, 
proprietary information, and private information of their employees and trade references public 
unless a TRO is obtained from this Court and served on the City no later than close of business on 
May 26, 2016. Unless Plaintiffs obtain injunctive relief, their protected information will be 
disclosed to the public and thereby made freely available on the MuckRock.com website to 
hackers, cyber-criminals and other who might abuse Plaintiffs’ network security information, to 
Plaintiffs’ competitors who would artificially profit from knowing their detailed pricing proposals 
and engineering and marketing plans, and those who would exploit the individually-identifiable 
information of Plaintiffs’ employees and trade references. Plaintiffs’ fear of an imminent 
disclosure of their protected information is therefore well-grounded. 

In addition, as noted above, two documents containing proprietary and trade secret 
information concerning Plaintiff Landis+Gyr’s network security system have already been posted 
on the MuckRock.com website without Landis+Gyr’s prior knowledge or approval and without 
an opportunity for Landis+Gyr to redact trade secret and proprietary information. Landis+Gyr 
has notified Defendants Mocek and MuckRock.com that proprietary information is posted on the 
website and requesting that the information be taken down until such time as network security and 
trade secret information can be redacted from the documents. Chirstensen Decl., K 17 & Ex. L. 
Defendant MuckRock.com has refused to remove the protected information from its website. 
Christensen Dec.\ 18 & Ex. M. Immediate relief is necessary to require MuckRock.com to 
remove this information from public review and to cooperate with Landis+Gyr to identify any 
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individuals or entities that may have misappropriated Landis+Gyr’s trade secrets and proprietary 
information. 


D. THE RELEASE OF PLAINTIFFS’ PROTECTED INFORMATION WILL 
RESULT IN ACTUAL AND SUBSTANTIAL INJURY TO PLAINTIFF AND IS 
CONTRARY TO THE PUBLIC INTEREST. 

Public release of the information Plaintiffs seek to protect in this case threatens serious 
injury to the Plaintiffs and to the public. On the other hand, the information is of little or no 
public value because it generally reveals only the details about Plaintiffs’ electronic security 
systems, proprietary systems, and business and pricing models, while providing little insight into 
the “efficient administration of government” or “conduct of government,” which are the central 
concerns of the PRA. Servais, 127 Wn.2d at 826-27 (quoting PRA’s declaration of policy). 
Plaintiffs are therefore entitled to a temporary restraining order barring release of this information. 

Specifically, Plaintiffs seek to prevent the release of network security and encryption 
information that, if publicly released, would increase the vulnerability of the electric systems 
around the world to cyber-attack from nation-states seeking strategic advantage, from organized 
criminal cyber-gangs, and from individual hackers. Evensen Decl., ( J[ 19; Myers Decl., 'll 18; Wolfe 
Decl., f][ 21-22. It would also increase the vulnerability of Seattle City Light’s electric system to 
physical attack and to tampering and similar criminal activity. Evensen Decl., ^ 17, 21; Myers 
Decl., f][ 18-19; Wolfe Decl., f][ 19, 23. Successful cyber- or physical attacks could have serious 
public consequences, including compromising national security and producing severe economic 
losses. Evensen Decl., ^ 17, 19-20; Myers Decl., f][ 18-20; Wolfe Decl., t J[ t J[ 18-19, 21-23. By 
contrast, there is little public value in releasing this information because, while it provides a great 
deal of information about how Plaintiffs have designed and carried out critical network and 
communications security functions, it provides very little insight into the workings of 
government. A temporary restraining order is therefore justified to prevent “significant dangers 
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to public safety” that would arise if information about Plaintiffs’ network security and encryption 
systems, and the physical location of key equipment, is made public. Northwest Gas Ass’n, 141 
Wn. App. at 124. 

Similarly, releasing information about Plaintiffs’ proprietary technologies, system 
designs and drawings, confidential marketing and pricing strategies, and research data will make 
that information generally available, allowing Plaintiffs’ competitors access to Plaintiffs’ 
technological abilities, commercial strategies, and pricing models, allowing those competitors to 
gain an unfair advantage, where they would not enjoy one otherwise. Plaintiffs will be harmed 
because if Seattle is not enjoined, Seattle will release the Documents to Mocek through the 
MuckRock.com website, and the Documents will then be posted immediately and automatically 
on the MuckRock.com website to anyone with internet access, including Plaintiffs’ competitors in 
the AMI industry. Plaintiffs’ competitors would then unfairly have the advantage of discovering 
how Plaintiffs’ proposed AMI systems operate, their components, pricing, unique technologies, 
and strategy — all of which took time, money, and considerable effort to develop. None of this 
information is publically available, meaning that Plaintiffs’ competitors can unfairly compete 
with them by copying their methods, technology, systems, and pricing. These results will cause 
Plaintiffs substantial and irreparable injury. Evensen Decl., ( ff 7-9, 18, 23, 25-27 ; Myers Decl., 
H 24-34; Wolfe Decl., II 6, 20, 25, 28-32, 35-37. 

The public would also be disserved by the release of this information because release of 
proprietary information in the context of a competitive bidding process will undermine the 
integrity of future bidding processes. Revealing Plaintiffs’ detailed pricing information and 
models will allow future competitors to predict Plaintiffs’ future bids, which both harms Plaintiffs 
and makes it less likely that future public bidding processes will identify the lowest qualified 
bidder. Revealing Plaintiffs’ trade secrets would cause Plaintiffs and other market participants to 
withdraw from future competitive bidding processes. Public bidding processes would also be 
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undermined by reducing the number and quality of participating bidders, limiting the quality of 
information available, and forcing vendors who do participate to demand a premium sufficient to 
make up for the potential losses they could experience because of the forced release of their 
proprietary information. Evensen Decl ., ']['][ 37-38; Myers Decl ., ']['][ 42-44; Wolfe Decl., ( J[ ( J[ 39-40. 

For these reasons, Plaintiffs are entitled to a TRO whether the Court applies the general 
injunction standard, the UTSA, or the PRA because public release of Plaintiffs’ protected 
information is “clearly not . . .in the public interest and would substantially and irreparably 
damage” Plaintiffs and, in addition, “would substantially and irreparably damage vital 
governmental functions.” RCW 42.56.540. See PAWS, 125 Wn.2d at 262 (concluding that 
injunction is appropriate under PRA to prevent release of trade secret and proprietary 
information). 

E. PLAINTIFF WILL PROVIDE ADEQUATE SECURITY. 

RCW 7.40.080 requires a party seeking restraining order to post a bond or provide 
security “conditioned to pay all damages and costs which may accrue by reason of the injunction 
or restraining order.” None of the Defendants will be able to demonstrate the possibility of any 
more than de minimis damage caused by the Court issuing an order preventing Seattle from 
releasing the unredacted Documents until conclusion of this litigation. Plaintiffs are prepared to 
provide a nominal bond to protect Defendants if a court later concludes that this TRO was issued 
in error. 

F. DEFENDANTS HAVE BEEN NOTIFIED OF THIS MOTION, AND 

ADDITIONAL NOTIFICATION IS NOT WARRANTED. 

Plaintiff served the Complaint and TRO on the City of Seattle, Washington, on May 23, 
2016. Christensen Decl. at ^ 2. On May 23, Plaintiffs’ counsel sent an email to the following 
individuals and entities notifying them that Plaintiff planned to seek a TRO in the King County 
Superior Court and would be at the King County Courthouse at 9:00 AM on May 25, 2016, to 
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present this Motion: (1) Jessica Nadelman, counsel for Seattle; (2) Defendant Phil Mocek; (3) 
Defendant MuckRock.com; (4) Michael Morisey, the individual to whom the MuckRock.com 
website is registered; and, (5) GoDaddy.com, the entity listed as the registrant for 
MuckRock.com. Christensen Decl. f 3, Ex. A. Plaintiffs’ counsel also emailed a courtesy copy 
of the Summons, Complaint, Motion and supporting documents to those named above on May 
23. Id., f4, Ex. B. It is not necessary to give Defendants any additional notice because if not 
enjoined, it will be too late to prevent Plaintiffs’ damages. 

V. CONCLUSION 

For all the foregoing reasons, Plaintiff respectfully requests the Court to issue the 
requested temporary relief to prevent irreparable harm from occurring. Temporary relief is 
necessary to prohibit further harm to Plaintiff until this dispute is fully and finally resolved. 

DATED this 23rd day of May, 2016. 

CAIRNCROSS & HEMPELMANN, P.S. 



Eric L. Christensen, WSBA No. 27934 
524 Second Avenue, Suite 500 
Seattle, WA 98104-2323 
Telephone: (206) 587-0700 
Facsimile: (206) 587-2308 
E-mail: echristensen@caimcross.com 
ATTORNEYS FOR PLAINTIFF 
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